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Enablement in Zonal Controllers

In future zonal E/E architectures, dedicated ECUs will handle the interzonal communication of
data as well as its uplink to the central compute. Arm describes the consolidation of real-time
software as an important requirement — also for Safety Islands in heterogeneous system-on-chip

designs, such as in cockpit assemblies or ADAS.
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< The automotive industry is cur-
rently experiencing a disruptive period.
New ADAS features - and the general
move towards autonomous driving -
are significantly increasing the num-
ber of functions in vehicles. Consumer
electronics, such as the cell phone, are
influencing consumer needs in the car,
which, like the smartphone, is expected
to update and improve over its lifetime
from the end user’s perspective. This is
creating the stimuli for the automotive
world to move towards the Software-
Defined Vehicle (SDV). The rise of SDVs
and ever-evolving consumer demands
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are going hand-in-hand with - and often
driving - the changes in E/E architecture
in the vehicle.

These architectures are migrating
from the traditional distributed ap-
proach for ECUs through the cur-
rent state-of-the-art domain controller
architecture to, ultimately, a zonal
architecture with high-performance
central processing systems. One clear
goal of this architectural change is to
minimize the absolute number of ECUs.
The software-defined functions will be
located in the central compute units,
and the zonal controller platforms
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implement the signal-to-service con-
version in order to abstract sensor and
actuator data.

Arm addresses the automotive sector
with a dedicated IP product line. This
includes the Cortex-A computing cores
for the highest performance requirements,
-R for real-time and safety applications,
and -M for highly efficient functions,
particularly in microcontrollers. They
are used in current ECUs but are also
capable of enabling both domain and
zonal architectures.

From a software enablement perspec-
tive, there is a broad trend towards de-
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Para-virtualization/

Application type trap-and-emulate

Interrupt virtualization Virtual processor cores Example applications

Ultra-low latency

hard real-time No

No Yes, if the application allows

Powertrain, braking

Low-latency hard Yes, dynamic scheduling

Yes, dynamic scheduling

Yes, if the application allows

Other chassis

real-time may be needed may be needed

Laten.cy LB Yes Yes Yes, if the application allows lGenera.llbody fun;hon; (e..g.
real-time immobilizer, ambient lighting, etc.)
Best effort Yes Yes Yes Convenient body functions

(e.g. road noise suppression)

TABLE 2 Integration of real-time software functions based on EL2 separation. Applications with the respective Armv8-R separation technology (© Arm Ltd)

To better understand the EL2 separa-
tion options, Arm has released a white
paper titled ‘Best practices for Armv8-R
Cortex-R52 software consolidation” with
ETAS. The white paper is available for
download at [2].

The paper conveys an overview
of how the integration of real-time
software functions based on EL2
separation can be achieved. FIGURE 4

First generation of Zonal-Controller-
platform developments (32-bit) for
SOP 2025

Body 10 functionality

e Ambient lighting/sound
© Immobilizer
e Key-less entry

-+ Displays

-+ Audio functions + Networking

Audio use-cases

Sound adaptation

+ Basic 1/0 control
+ Routing

Data compression
and encryption

e Transfer CAN/LIN/
Flexray to ethernet

e Ensure efficient
en-/decryption

4 User inputs

Noise cancellation

shows relevant applications and the
Armv8-R separation technique used
in each case.

Arm has published another white
paper that focuses on device assignment,
including how on-chip modules - such
as communications peripherals, memory
or hardware security modules - can be
assigned to individual independent
guests and virtual machines [3].

e Radar

e Camera

e Lidar

e Ultrasonic

Driver and cabin

-+ Sensor fusion
-+ Data pre-processing

Sensor pre-processing

Touch and gesture

USE CASES 2025
AND 2028 OUTLOOK

After considering all the integration
options for software consolidation, the
question is which use cases and scenar-
ios OEMs want to consolidate. Starting
from 2025, many leading OEMs will
move to a zone-based EE architecture.
This move will be driven by the fact

<+ Hard real-time
1/0 control

-+ Safety 1/0 control
(ASIL-C/D)

Chassis functions

® Braking
© Chassis control
e Powertrain

Auxiliary display

driving (GPU and Al/ML use-cases

eniionne sUpRolt display controller)
e Speech ® Mixing of e Road noise e Driver and e Display touch ® Rear-seat e Predictive
recognition different suppression occupant input entertainment maintenance
* Wake-up audio sources monitoring o Gesture input e Central e Network
phrase (WUP) e Audio warning e Child presence (including warnings traffic
tones/local detection rear-seat) * New HMIs and power
sounds e Window monitoring
composition

0 a These use cases naturally define different classes of zonal compute platforms

FIGURE 3 Potential zonal-controller use cases for SOP 2028 (© Arm Ltd)
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Focus of SOP 2025
safety island platform

System functions

e Boot-up orchestration
* Power modes
e System error handling

Autosar

en-/decryption

-+ System supervision
-+ Communication

Networking

e Communication via

e Ensure efficient

-+ Redundant compute
- 1/0 control

Complex safety island

functions

¢ Redundant compute for
ASIL decomposition

e Direct 1/0 sensor/actuator
control

’ ° These use cases define different classes of compute requirements

FIGURE 4 Potential Safety Island SOP 2028 use cases (© Arm Ltd)

that the wiring harness is too complex
and needs to be split into multiple spa-
tial areas. Once this is done, the Zonal-
Controller platforms are important to
ensure highly efficient networking,
such as converting CAN, LIN or Flex-
ray to Ethernet, and to direct intelli-
gent power - via smart fuses - to the
appropriate area of the car. Moreover,
the platforms are used to drive some
simple I/O-related body funtions
based on 32-bit classic Autosar appli-
cations.

Zonal-Controller platforms are a
perfect transition point from signal-
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Spotlight on

based to service-based communica-
tions. Currently, the industry is investi-
gating how to use Zonal-Controller plat-
forms for a Start of Production (SOP)
2028. Next to the network and simple
10 abstraction applications mentioned
above, investigations are focused on
three additional areas, FIGURE 3:
- Pre-processing of sensor data
- Integration of high-integrity

chassis functionality
- Cabin-/interior-driven use cases.
Aside from the SOP-2028 timeframe,
the authors see further functionality
requirements that need to be hosted

Powertrain and
Vehicle Engineering

Forward-looking conferences
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in the Cortex-R-based Safety Island of
heterogenous SoCs, FIGURE 4.

SUMMARY

This outlook on the future of E/E archi-
tecture development emphasizes the
need for further real-zonal software in-
tegration; a focus on zone controllers
and the Safety Islands of heterogeneous
SoCs. The Armv8-R CPU family is promi-
nently used in this compute class. Invest-
ment in this product line will help drive
software reuse across current and future
platforms over the long term. As the auto-
motive industry moves towards SDVs
and ever more complex compute require-
ments, Arm see their commitment to the
development of this product line as being
particularly important for future automo-
tive platforms.
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